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PRESS RELEASE
OTA updates for IoT devices: Mender adds Swissbit as a key security partner 
iShield HSM from Swissbit makes over-the-air (OTA) software updates even more secure, receiving the "Works with Mender" label
Bronschhofen, Switzerland. 11. July 2023 – Swissbit is now an official partner of Northern.tech, the company behind Mender, the open-source over-the-air (OTA) update software platform for IoT devices. With its iShield HSM hardware security module, Swissbit offers a security component that ensures the authenticity and integrity of OTA firmware and software updates in terms of a zero-trust network architecture. Users can realize Mender's recommended level of security with iShield HSM, where private keys and the certificate of the respective IoT device are not stored on the device itself. Instead, the information needed for identification and authentication is cryptographically encrypted in the Secure Element of iShield HSM. To certify the suitability and compatibility of iShield HSM as a hardware security anchor for Mender OTA updates, iShield HSM has received the "Works with Mender" label. Mender is a product of Northern.tech, the leading provider of device lifecycle management, and is firmly established in the embedded and IoT device markets. 
“The security of IoT devices – both legacy and new – is paramount to ensuring our connected world remains safe,” stated Trond Hermansen, Head of Mender Partnerships at Northern.tech. “Integrating additional security measures like iShield HSM allows Swissbit and Northern.tech to offer a best-of-breed solution to securely manage IoT devices.”
OTA software updates have become essential for IoT environments, which are also being enforced by standards such as IEC 62443. They simplify the management and maintenance of systems and significantly contribute to ensuring the performance and security of IoT devices throughout the entire product lifecycle. Vulnerabilities can be closed by regular updates so that IoT devices are protected against future threats. It is, therefore, even more important to ensure the integrity of the software update itself and to prevent unauthorized or older software versions from being applied, for example.
This is where iShield HSM from Swissbit comes in. Once a root of trust has been established with the hardware security module, Mender ensures a chain of trust by providing software update signing and increased security through encrypting the new software both in hibernation mode and during transfer. Thanks to a standard USB interface, iShield HSM can be optimally used as a retrofit and upgrade solution to bring older IoT devices, such as gateways or controllers, up to today's security requirements.
“We are very excited about the strategic partnership with Northern.tech. As an established and recognized solution within the IoT developer community, Mender provides easy access and seamless implementation of the OTA technology, enabling companies to enhance the security, reliability, and performance of their IoT devices,” commented Claus Gründel, General Manager Embedded IoT Solutions at Swissbit. “Our hardware security module, iShield HSM, aligns perfectly with this approach as it offers the highest level of security for OTA updates and offers easy plug-and-play integration. Through our collaboration, we emphasize our shared commitment to providing the best possible protection for IoT devices.” 
Versatile security anchor
iShield HSM is based on an industrial-grade USB memory stick produced by Swissbit in its own factory in Berlin, with a compact and robust metal housing. The module supports the PKCS#11 and PKCS#15 cryptography standards and is compatible with the OpenSC open-source software stack. The secure element used (CC EAL6+) is embedded in the hardware using chip-on-board technology. iShield HSM is qualified for AWS IoT Greengrass but can also be used as a security anchor in other IoT environments if required.
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Mender is the leading provider of a robust, secure, and customizable end-to-end over-the-air (OTA) software update manager for IoT devices.
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The iShield HSM hardware security module receives the "Works with Mender" label.
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„Works with Mender”-Label






About Northern.tech
Northern.tech is the leader in device lifecycle management with a mission to secure the world's connected devices. Established in 2008, Northern.tech showcases a long history of enterprise technology management before IIoT and IoT became buzzwords. Northern.tech is the company behind CFEngine, the pioneer in server configuration management, to automate large-scale IT operations and compliance.
In 2015, Northern.tech released the first version of Mender.io, the market leader in over-the-air (OTA) software update management. Mender offers robust, secure, and customizable OTA software updates for smart devices. Powering OTA software updates for more than a million devices worldwide over nearly a decade, Mender boasts a proven track record with Fortune 1000 clients, including Panasonic, Lyft, Volkswagen, Siemens, Thales, and ZF Group.
Learn more about device lifecycle management for devices.

About Swissbit 
Swissbit AG is the leading European manufacturer of storage, security and embedded IoT solutions for demanding applications. Swissbit combines its unique competences in storage and embedded IoT technology with its advanced packaging know-how. This expertise allows our customers to reliably store and protect data in industrial, NetCom, automotive, medical, and fiscal applications as well as across the Internet of Things (IoT).
Swissbit develops and manufactures industrial-grade storage and security products “Made in Germany” with high reliability, long-term availability, and custom optimization. 
Swissbit’s storage range includes SSDs with PCIe and SATA interface such as mSATA, Slim SATA, CFast™, M.2 and 2.5” as well as CompactFlash, USB flash drives, SD Memory Cards, micro-SD Memory Cards and managed NAND BGAs like e.MMC. Security products are available in various application specific editions as USB flash drives, SD Memory Cards, and micro-SD Memory Cards. 
Swissbit was founded in 2001 and has offices in Switzerland, Germany, USA, Japan and Taiwan. Swissbit owns the registered trademarks Swissbit® and Hyperstone®. Since 2020, the independent investment firm Ardian is holding a majority stake in the company to support its growth.
For further information, please visit www.swissbit.com
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